
STEALTHAUDIT® FILE TAGGING 
CAPABILITY OVERVIEW

The ability to mark files with metadata indicating the type or sensitivity of the data contained within them is 
critical to successful outcomes for major initiatives like Data Loss Prevention (DLP) and Business Intelligence (BI) 
reporting. In conjunction with StealthAUDIT’s Sensitive Data Discovery capabilities, the File System Action Module 
can automatically tag files with their associated classifications in bulk, enriching document metadata and increas-
ing the efficiency and effectiveness of other technology investments.

TAGGING OPERATIONS
Possible tagging operations include:

•	 Appending to one or more existing tags

•	 Overwriting and replacing one or more existing tags

•	 Removing one or more specific tags

•	 Removing all tags

FILE FORMATS SUPPORTED
The following file types are supported:

•	 Adobe PDF—.pdf

•	 Microsoft Word Documents — .doc, .dot, .docx, .docm, .dotx, .dotm

•	 Microsoft Excel Documents — .xls, .xlt, .xlm, .xlam, .xlsm, .xlsx, .xltm, .xltx, .xlsb

•	 Microsoft PowerPoint Documents — .ppt, .pot, .potx, .potm, .ppam, .ppsm, .pptx
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WIZARD-DRIVEN TAGGING
Adding or removing tags is accom-
plished using the File System Action 
Module Wizard. The wizard operates in 
one of three modes: Add mode—which 
appends data to existing tags, Overwrite 
mode—to replace existing information 
with new tags, and Remove mode, which 
can be configured to remove user-spec-
ified tags, or remove all This screenshot 
shows Add mode, demonstrating how 
users can add various parameters to 
existing file tags. The user can also pre-
view changes and select custom options 
before completing action configuration.
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NEXT STEPS

IDENTIFY THREATS. SECURE DATA. REDUCE RISK.

Stealthbits Technologies, Inc. is a customer-driven cyberse-
curity software company focused on protecting an orga-

nization’s sensitive data and the credentials attackers use 
to steal that data. By removing inappropriate data access, 
enforcing security policy, and detecting advanced threats, 

our highly innovative and infinitely flexible platform delivers 
real protection that reduces security risk, fulfills compliance 

requirements, and decreases operational expense.
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